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Data Exchange

Subscribing/Publishing to Data Source (e.g. Pub/Sub)

BDA Connector
Manaaemernt BDA Controller (Jetty + Pub/Sub
9 (Jetty) Subscriber) Server
! (+ Publisher)
Message Type
Definition
Inform Connector
to Subscribe
Subscribe to
Message Type
Message Arrival
Store In Event Log : Publish To External Data Source
Depending
on Message
Type
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Security Aspects - Semantics (I)
Authorization / Authentication Performed by Q KE {CLO_AK

Semantics:

Resources : Anything that needs protection (REST API, PostgreSql Tables, HBase
Namespaces, etc.)

Resource Scopes : Different aspects of resource protection —e.g.
C(reate)R(ead)U(pdate)D(elete)

Clients / Resource Servers : Entities that protect some resources and authenticate users to
access them

Users: Entities that demand access on a protect resource.
Permission: A user having a permission can access the corresponding scope / resource

Group : Define a group of users that have some permissions
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Permissions/Policies Example using Roles

> (D -'_..‘

Role Permission
Policy A Protected Resource A

X

> (D
Role Permission
User B Role B Policy B Protected Resource B
Role Permission .I

User A: can access Resource A, B
through Role A

User B: Can access Resource B
through Role B

User A Role A

User C can access Resources A, B, C
through Roles A, B

Policy C

Protected Resource C
P i &

User C T
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Permissions/Policies Example using Groups
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- Protected Resource A

Group Permission
Policy A

Policy B

-' ‘
I
Group Permission .

Protected Resource B

-.
(¢
Group Permission

Policy C ‘

Protected Resource C
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Group A has two Group Permission
Policies A and B that provide access to the
Protected Resources A and B respectively.

Group B can interact with Protected
Resource C as it is defined by the Group
Permission Policy C.

User A can interact with Resources A and
B since it belongs to Group A,

User C has only access to the Protected
Resource C through Group B.

User B can interact with all the three
stated resources, since she belong to both
groups
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Putting it all together: Securing SELIS data communications

/— BDA Datastore \
\K _/,/

EventLogA EventLogB

Message with Message Type AM1
Message with Message Type AM2

Message with Message Type BM1
Message with Message Type BM2

________________
...........................................
aaaaa
,,,,,,

3:-| Dim. Table AT1 | | Dim. Table AT2 |-~ 3:-| Dim. Table BT1 | | Dim. Table BT2 |-~

+
[i]

BDA Controlier ) REST API renens skl Uneray o s S @EQ" .
/ IPIC 2019 - SELIS Workshop — 10" July 2019 002a RIS 1sellls
#CSLab &Y




Putting it all together: Securing SELIS data communications

BDA Keycloak Client

ceees

SCNA Message Type AM1  Message Type AM2 Dimension Table AT1 Dimension Table AT2

| ' | |
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z Group Resouce ," Group Resouce ." Group Resouce Group Resouce _ Group Resouce
4 Policy SCNA | Policy AM1 Policy AM2 Policy AT1 ! Policy AT2
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Securing an SCN component (BDA) during bootstrapping

CSCN Administrator) Keycloak
Server
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Security Aspects — Data at Rest (llI)

o Secured BDA REST API
Co?m?rgler | Keycloak |
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Security Aspects - Data at Motion (lIl)

o Secured BDA subscription on Pub/Sub

BDA Connector
(Jetty + Keycloak ngvs:;b
Subscriber) rver
Send BDA credentials on
To Authenticate
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 Evaluate Access Token |

Responds with a list of

Keycloak Permissions

~ Grant Subcription Permission or 401 Unauthorized
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Data Exchange (AEOLIX Case) (1)

oSending Data to AEOLIX

Management I

SISy

BDA Controller
(Jetty)

CargoViaHub Message

|

SCN
Relate CargoViaHub

|

AEOLIX Connector

SELIS BDA Connector

+ Store Message in BDA
Event Log)

(Subscribe to SELIS Pub/Sub
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Data Exchange (AEOLIX Case) (Il)

o Getting Data from AEOLIX

SELIS BDA Connector SELIS
BDA Controller (Subscribe to SELIS Pub/Sub
Management (Jetty) + Store Message in BDA Pg:f';b
Event Log)

metiselneg),
W

nform Connector To Subscribe.
 MessgeAmval |
| SoremnsDABentlog
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Contact
Details
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